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This paper introduces the operations and settings of TNAS. In many cases, an administrator account is 
required to log into TOS. Default factory administrator name: admin; initial password: admin. 

Operation Instruction

You can log into TOS via the following means: 

1. Log in via Tcloud desktop application. To run Tcloud on a PC, search TNAS device in the network, 
select found TNAS, click “Log in”, and input a user name and password; an operator can log into the 
system. 
2.To log in via TNAS IP address: input IP address of TNAS at the URL field of the webpage browser, e.g., 
http://192.163.1.100, an operator can log into TOS. The IP address of TNAS can be obtained via the 

1.1  General Settings

To log into TOS via an administrator account and go to “Control Panel”> “System Setting”>”General 
Setting”, a user can set the device name, time and language. 

Device name: 
Users can name TNAS according to their preferences, with letters (a-z, A-Z), numbers (0-9), and dash (-) 
only.

Date and Time
Please select the correct time zone, then set the right date and time for TNAS. If the date and time 
setting is incorrect, the following problems may occur:
·The file access time may be inconsistent with the actual time. 
·The time of the event may not be accurately displayed when checking the event log of the system.

Secure Sockets Layer  (SSL): 
If the Administrator allows other users to login TNAS by means of SSL, please enable the SSL function and 
input the communication port number. When the option of "Use SSL Only" is enabled, users can only access 
TNAS via HTTPS.

Communication port: 
A port number for system connection shall be assigned to TNAS, which is 8181 by default. 

 

Note: If a user wants to remotely log in to TNAS by SSL on Internet, but TNAS is connected to the back-end 
of a NAT router, then the port 443 has to be opened and linked to the IP address of TNAS.



Operation Instruction

4

Synchronize with an internet time server automatically:
TNAS will automatically synchronize the date and time with a specified NTP (Network Time 
Protocol) time server if “Synchronize with an internet time server automatically” is enabled. You 
need to enter the IP address of NTP server and the time interval here. TNAS shall be connected to 
the Internet so as to make this function work.
Note: It may take a few minutes for the time synchronization to finish the first time.

Language:
Please choose the language code for the display of files and folders in TNAS.
Note: The default code of TOS is Unicode. If your system does not support Unicode, select the same 
language code as that of your system. Most FTP software does not support Unicode, so please select the 
language code supported by FTP software. If the language code is incorrect, the names of some files or 
folders may not be displayed correctly.

1.2  Network Setting

To log into TOS with an administrator account and go to “Control Panel” > “System Settings” > “Network 
Setting”, a user can set TCP/IP address, Wi-Fi network and DDNS parameters. 

TCP/IP Setting: 
To go to “Control Panel” > “System Settings” > “Network Setting” > “TCP/IP”, a user can select the type 
of IP address and set the sub-mask and gateway information here.

Wi-Fi Network: 
Users can connect TNAS with the Internet using a USB wireless network card. To do this, please insert 
a USB wireless network card into the USB port of TNAS and go to “Control Panel” > “System Settings” 
> “Network Setting” > “Wi-Fi Network” for Wi-Fi network setting. 
Note: TNAS supports only one USB wireless network card at one time. 
TNAS only supports the Wi-Fi dongle officially supplied by TerraMaster. Please visit the TerraMaster 
official website for details.

DDNS Settings:
DDNS is a way to allow users remote access to TNAS through the Internet. Before setting DDNS, users 
need to register a web address on the DDNS service provider’s platform.
Here are DDNS service providers that TNAS supports:
http://www.dyndns.com
http://www.no-ip.org
To set DDNS, go to “Control Panel” > “System Settings” > “Network Setting” > “DDNS”, fill in the 
information you got from the DDNS service registration in the form, then click “Apply” to finish. To 
perform remote access to TNAS via DDNS, please input the web address you got from the DDNS 
provider in the address bar of the web browser, and go to the TNAS remote login page, where users 
can go to the user name and password for remote login. 
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1.3  Hardware Setting

To set the fan speed of TNAS, go to “Control Panel” > “System Settings” > “Hardware Setting”. The available 
options include Enable Smart Fan, Low Speed, Medium Speed and High Speed. Smart fan is recommended. 

1.4  Startup Tasks

Users can choose to boot startup tasks upon TNAS booting. Please go to “Control Panel” > “System Setting 
s” > “Startup Tasks” and check the required startup tasks. Note: too many startup tasks may influence the 
boot speed of TNAS. 

 

 

Note: If user imports an incorrect security certificate, it will result in a failure in login via SSL.

1.5   Security Setting 

The SSL is a secure communication protocol and can encrypt data to transfer. The SSL secure certificate and 
key has a use time period. After the certificate expires, you should update the SSL certificate and key. Please 
go to “Control Panel” > “System Setting” > ”Security Setting” to view the time period or import a new 
security certificate.
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1.6  Notification Setting

When the administrator enables the “Alert Notification” function and TNAS has a system error, the system 
will send the alarm or notification to the user via email. To use this function, please go to “Control Panel” > 
“System Settings” > “Notification Setting” > “Alert Notification” and check “Enable” and fill the in email 
address of the receiver. Please go to “Control Panel” > “System Settings” > “Notification Setting” > “SMTP 
server setup” and set the email-sending server.

 

1.7  Power Setting

By going to “Control Panel” > “System Settings” > “Power Setting”, users can restart or shut down TNAS, and set 
the schedule for system power. Users can also set up the power handling method when the power is restored 
from an abnormal power outage, for example, the power cord is removed.

Start/Shutdown: 
Restart or shut down TNAS immediately.

Buzzer Control: 
While the buzzer alert is switched on, the buzzer will sound in case of startup, shutdown, software update, 
error, warning prompt, etc. 

Power Resumption Settings:
Configure TNAS to resume to the previous power-on or power-off status, turn on, or remain off when the 
AC power resumes after a power outage.

Power On/Power Off/Restart Schedule Setting:
Specify a schedule for automatic system power on, power off or restart at certain time on any day in a week 
or every day. Unlimited schedules can be set.

1.8  System Logs

System Event Logs : 
NAS can store 10,000 event logs, including warning, error and information messages. If system does not 
function correctly, please go to “Control Panel” > “System Settings” > “System Logs” > “System Event Logs” 
to check event logs for more details, which can be used as reference for troubleshooting.
Note: Right click a log with mouse to delete or clear the record. 
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On-line Users : 
Go to “Control Panel” > “System Settings” > “System Logs” > “On-line Users”, and the information of the 
on-line users connecting to TNAS is shown on this page.

 

1.9  Software Update

Go to “Control Panel” > “System Settings”> “Software Update”, and a user can update TOS software of TNAS on this page.

 

 

 

System Connection Logs: 
By going to “Control Panel” > “System Setting ” > “System Logs” > “System Event Logs”, it’s available to view 
the record of TNAS connection through HTTP, FTP, Telnet, SSH, AFP and Samba.

Users can select “update online”, and TNAS will detect the available new version of TOS software and 
update automatically. TNAS should keep a connection with the Internet during the update. Users can also 
visit the “Download Center” of the TerraMaster website to select a proper TOS version for downloading and 
updating manually.
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1.10  Restore to Factory Default

To restore the factory settings of TNAS, go to “Control Panel” > “System Settings” > “Restore to Factory 
Default” and click “RESET” to restore the system configurations of TNAS to factory default. 
Warning: When “RESET” is pressed on this page, all the user accounts, network disk and system settings will 
be cleared and restored to default. 

2. Authority Setting

Go to “Control Panel” > “Authority Setting”, and then users can set the user, user group, shared folder and 
capacity limit. 

2.1  Users

The following user accounts have been created by default in the system:

· Admin
Admin is defaulted administrator, a member of the administrator user group with the highest authority. It    
cannot be deleted.

· All users
“All users” is a guest account, a system default user that would not be displayed on the user listing. This 
account is used if users visit TNAS through FTP. User can’t delete it or set a password.

· Guest
Guest is a guest account, a system default user that would not be displayed on the user listing. Guest does 
not belong to any user group. User can’t delete it or set a password.

A new user account can be created by the administrator; the following information is required to create a 
new user:

· User name 
The user name can contain a maximum of 32 characters, is not case-sensitive but cannot contain such 
characters as: " / \ [ ] : ; | = , + * ? < > ` '.

Create a User
To create a user account, please go to “TOS” > “Control Panel” > “Authority Setting” > “Users” and click 
“Create a User ”.

· Password
The password is case-sensitive and supports a maximum of 16 characters. It is recommended to use a 
password of at least 6 characters.

Follow the instructions to complete the user information, and click “OK” to create a user account
 



 

Note: users can remote login TNAS via Internet from anywhere only when “Enable Remote Access” is 

2.2  User Groups

User group is a group of users with the same access rights to files or folders. TOS has created the following 
user groups by default:

· Admin
All the members in this group have the administration rights of TNAS. This group cannot be deleted.

· All users
All the registered users belong to the “All users” group. This group cannot be deleted.

Administrator can add user groups. To add user groups, users should go to “TOS” > “Control Panel” > 
“Authority Setting” > “User Group” page, click “Create a group”, fill in information according to the prompt 
and click “OK” to add. A group name can contain a maximum of 256 characters, not case-sensitive but 
cannot contain such characters as: " / \ [ ] : ; | = , + * ? < > ` '

2.3  Shared Folders

Shared folder is a network disk space where users can create a couple of different shared folders for storing 
data of a different nature, or for different users or user groups to access files.

Log in to TOS，and go to “Control Panel” > “Authority Setting” > “Shared Folders”, where users can view 
the information and status of a shared folder or edit it.

Administrator or user can add new shared folders. To add new shared folders, go to “Control Panel” > 
“Authority Setting” > “Shared Folders” page, click “Add share folder”, fill in information according to the 
prompt, and finally click “OK”. 

Users can set the read/write access for the shared folder and its sub-folder. To set the read/write access for 
the shared folder, please go to “TOS” > “Control Panel” > “Authority Setting” > “Shared Folders” page, 
select a network folder, and then click “Edit”. 
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ISO Shared Folders
Users can mount the ISO image files on TNAS as an ISO image shared folder. TNAS supports mounting up to 
256 ISO image files.

To mount an IOS image file, please log in to TOS with an administrator account, go to “Control Panel” > 
“Authority Setting” > “Shared Folders” > “ISO Shared Folders”, click “Mount an ISO file”, select the ISO 
image file and click “Mount”. 

2.4  Quota

Administrator can set quota for all users in “Control Panel” > “Authority Setting” > “Quota”. When user has 
reached the quota size, the user cannot add any more date. By default, no quota is set for the users.

3. Network Service

3.1  Samba

Log in to TOS with an administrator account, go to “Control Panel” > “Network Service” > “Samba”, and 
enable “samba service” so that users can access and store the files on TNAS via a LAN. 

3.2  Apple Networking

Enable this service if on MAC OS Apple computer. To do this, go to “Control Panel” > “Network Services” > 
“Apple Networking” and click “Enable Apple Networking ”.

3.3  NFS Service

If for Linux OS, please enable NFS service. To do this, go to “Control Panel” > “Network Services” > “NFS 
Service” and enable “Linux NFS Services”.
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Workgroup: 
Workgroup of TNAS by default. Administrator can also rename workgroups which belong to TNAS.

SAMBA recycle bin: 
When the Samba recycle bin is enabled, the deleted data will be moved to recycle bin for temporary 
storage. To enable this function, please click “Apply” after checking this option. “Empty Samba recycle bin” 
means to empty the data in the recycle bin.



3.4  FTP

To use the FTP service of TNAS, go to “Control Panel” > “Network Services” > “FTP Service” and check 
“Enable FTP Service”.

Unicode Support: 
Users can set whether to support Unicode. Generally, “No” is set by default. 

Passive FTP Port Range:
Users can use the default port range (55536-56559) or define a port range above 1024. If this option is 
checked, make sure the specified communication port is enabled on router or firewall.

3.5  Telnet/SSH

Users can log in to TNAS via Telnet or SSH connection, but only the administrator account can login 
remotely. Go to “Control Panel” > “Network Services” > “Telnet/SSH” to enable this option. User are 
advised to download a Telnet or SSH connection application; for example, Putty. Make sure the specified 
ports have been enabled on the router or firewall.

 

3.6  SNMP Setup

With SNMP (Simple Network Management Protocol) service enabled, if there is any event, warning or error 
message, it will be sent by TNAS (SNMP agent) to the SNMP manager immediately. To enable SNMP service, 
please go to “Control Panel” > “Network Services” > “SNMP Settings”, check “Enable SNMP Service”, input 
IP address of SNMP manager, and click “Apply”. 
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When FTP service is enabled, users can set the maximum of FTP connections and the maximum upload and 
download rate.



 

 
Field Description

The fields are described as below:

Send Events

Trap Address

SNMP MIB (Management 

Information Base)

Community 

(SNMP V1/V2)

SNMP V3

Select the type of events to be sent.

The IP address of SNMP manager (3 at most). 
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3.7  Web Server

TNAS Web Server allows users to upload web pages and manage their own website easily. It also supports 
Joomla!, PHP and MySQL/SQLite to establish a social networking site or build interaction.

To use Web Server functions, please refer to the following steps:
1. Go to “Control Panel” > “Network Services” > “Web Server”, check “Enable Web Server”, and input port 
number (default is 8800). To use secure connection (SSL), please check it and i
    nput the port number. 
2. Upload the HTML files to the shared folder named “web” on TNAS. The file index.html, index.htm or 
index.php will be the home page files.
3. When everything is set, users can then enter http://NAS IP:8080 (for example, 
http://192.168.5.100:8080) in the address bar of the web browser to log in to the page.

 

The MIB is a database in ASCII text format used to provide the status of 
TNAS to the SNMP manager in the SNMP network. Users can 
download the MIB files and view it with any word processor or text 
editor.

An SNMP community string is a text string that acts as a password. It is 
used to authenticate messages that are sent between the SNMP 
server and TNAS. The community string is included in every packet that 
is transmitted between the SNMP manager and TNAS.

TNAS supports SNMP version 3. Specify the authentication and privacy 
settings (if available).



3.8  Virtual Host

To use this function, please go to “Control panel” > “Authority Setting” > “Shared Folders”, but first users 
shall create a shared folder in TNAS to store the web page. 

The steps for creating the virtual host are described as follows: 
1. Select “Enable Virtual Host” and then click “Save”.
2. Click “Create Virtual Host”.

 

3.9  Discovery Service

UPnP Discovery Service:

As per UPnP protocol, when a UPnP device is added to the network, such device will inform other UPnP 
devices within the network. When UPnP Discovery Service is enabled, TNAS can be discovered by any 
operating systems that support UPnP within the network.

Go to “Control Panel” > “Network Services” > “Discovery Service” > “UPNP”, check “Enable UPNP Service”,
and click “Apply”.
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3. Enter the host name and specify the directory path where the web files will be uploaded.
4. Specify the protocol (HTTP or HTTPS) for connection. If HTTPS is selected, please click “Enable Secure 
Connection (SSL)” on “Control Panel” > “Network Services” > “Web Server” page.
5. Specify the port number for connection. Then, click “Create” to create the virtual host.

After the virtual host is created, the user can upload the HTML files to the designated shared folder. To 
access to virtual host, users just need to input domain name http://NAS IP_or https://NAS IP in web 
browser on the computer.



 

Bonjour:

By Bonjour service(s), Mac computer will automatically discover the TNAS network connection in the local 
area network, such as FTP, without the need to enter the IP addresses or configure the DNS servers. To 
enable Bonjour service, please go to “Control Panel” > “Network Services” > “Discovery Service” > 
“Bonjour”, select the network connection services, and click “Apply”.
Note: before using this service, Bonjour shall be enabled.

 

4. Applications 

4.1  ITunes Server

The audio files in shared folder “media” in TNAS can be shared to iTunes by using this application. All the 
computers with iTunes installed in the local area network are able to find, scan and play the shared audio files on 
TNAS.
To use the iTunes server, go to “Control Panel” > “Applications” > “iTunes Server”, check “Enable iTunes server” 
and click “Apply”.

4.2  MySQL Server

Users can enable MySQL Server as a website database. Before this function is used, please go to “Control Panel” 
> “Applications” > “MySQL Server” and check “Enable MySQL Server”. 

Users can enable this option to allow other servers to connect to MySQL server of TNAS as a database 
server through their Internet connection. When users disable this option, MySQL server will only be 
configured as a local database server for the web server of TNAS. After enabling remote connection, 
assign a port for the remote connection service of MySQL server. The default port is 3306.
A directory called phpMyAdmin will be automatically created in “Web” shared folder. Users can input 
the link: http://NAS IP/phpMyAdmin/ to enter the phpMyAdmin page and manage the MySQL 
database.
Note:Do not delete the phpMyAdmin directory. Users can rename this directory. To connect to the 
renamed directory, users can enter the link http://NAS IP/renamed directory in the web browser.
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Database Maintenance
·“Reset the root password”: Execute this function to reset the password of MySQL root as “admin”.
·“Database re-initialize”: Execute this function to delete all the data on MySQL database.

4.3  Backup Server

Enable Rsync server to configure TNAS as a backup server for data backup from a remote Rsync server to TNAS 
server. Go to “Control Panel” > “Applications” > “Backup Server” to enable this function. The default port 
number for remote backup via Rsync is 873 and the default user name is rsync. Set the password and click 
“Apply”.

4.4  UPnP Media Server

To access and play TNAS multimedia contents via UPnP multimedia server, please check “Enable UPnP Media 
Server” and click “Apply”.

5.  File Manager

5.1  Manage File Via Tcloud Application

The files in LAN can be managed via the Tcloud application via the following methods: .

1. Open the Tcloud application on your computer. As soon as a TNAS is found, click “File manager”.

 

2. Enter the login user name and password (as the case may be), and the computer will list shared folders 
on TNAS. 
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5.2  Manage File Via Web Browser

Log in to TOS, clink “File Manager” on the home page to manage the file through a web browser on TNAS. If TNAS 
is connected to the Internet, users can access TNAS via the web from anywhere.

 

6. Tcloud

Tcloud (TerraMaster Cloud) is TerraMaster’s exclusive private cloud storage service. With this service, 
users can find remote access to TNAS via internet and manage the files in TNAS.

6.1  Cloud User List

Log in to TOS with your administration account, and go to “Tcloud” > “cloud user list”, which lists all users who 
have enabled the remote access permission.

Operation Instruction

16



 

6.2  Create Cloud Users

By clicking “Create cloud user”, the administrator can create a user account to remotely log in to TNAS. Please log 
in to TOS with the administrator account and go to “Control Panel” > “Authority Setting” > “User”. The cloud 
users are created via the following methods: 

1. Click "Create NewCloud User” and the following dialog box will appear. Select either “Create New Cloud 
User Account” or “Enable cloud account for existing user”

2. If users select “Create New Cloud User Account”, the administrator will be able to create a new user 
account . Follow the prompts to operate.

6.3  Enable Cloud Account For Existing User

If some users do not enable the remote access privileges in creation, the administrator can enable this privilege 
for this user at any time. The method for enabling the remote access privilege for existing users is described as 
follows:

1. Log in to TOS with your administration 
account, go to “Tcloud” > “Cloud User 
List”, click “Enable cloud account for 
existed user” and click “Next”.
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3. Select the user name and click “Next”. 

4. Click “Complete” after confirming the 
user’s information. 

 

 

6.4  Cloud Login

This page introduces methods of Tcloud remote login to TNAS. 

Users can remotely log in to Tcloud via the following method: 

 

2. All local users that have not enabled 
cloud functions will be listed.
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1..Users can enter the remote login interface by inputting http://tcloudme.com on the PC browser address 
bar. At this time, input the name and password to remotely log in to TNAS. 

 

2. Users can click “Cloud Login” on the Tcloud desktop application to enter the TNAS remote login 
interface. At this time, enter the user name and password to remotely log in to TNAS. 

 

7.  Storage Manager

7.1.1   Hard Disk Information

After TNAS initialization finishes, the following default shared folders will be created in TNAS:
Public: The default shared folder for all users. 
Download: The folder for Download Center.
USB: The folder for data copy from USB ports.
Web: The folder for Web Server.
Recycle: the folder of network recycle bin.
Note: The default shared folders of TNAS are created on the first hard disk of the hard disk group and the 
directory path cannot be changed.

7.1  Disk Manager 

Go to “Control Panel” > “Storage Manager” > “Disk Manager” > “Disk Information”, information like model, size 
and current status of the hard disk is shown here. Users can check the hard disk, and scan the bad track on the 
hard disk here. 
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Bad Track Scanr

Click “Scan Now” to check the bad track of 

Hard Disk S.M.A.R.T.
You can check the hard disk information by HDD S.M.A.R.T. (Self-Monitoring 

7.1.2   Hard Disk Group

Users can create a hard disk group by using a different RAID mode for hard disks:
2-disk TNAS: RAID 0, RAID 1 and single disk and JBOD.
4-disk TNAS: RAID 0, RAID 1, RAID 5, RAID 6, RAID 10, single disk and JBOD.
5-disk TNAS: RAID 0, RAID 1, RAID 5, RAID 6, RAID 10, single disk and JBOD.

You can visit the official TerraMaster website or via the Internet to find out the work principle and features of 
different hard disk groups.

Note: A user can use the external hard disk connected with TNAS via e-SATA as the hard disk to create the hard 
disk group.  

7.1.3   Encrypt File System

The data encryption functions may not be available due to the legislative restrictions of some countries.

TNAS encrypt file system provides users a solution for protection of sensitive data. Before disk group 
creation has finished, click “YES” to the option of “Encrypt”, then the disk group is given the file encryption 
function. 

How to Use Data Encryption

TNAS protects the disk groups with 256-bit AES encryption standard. The encrypted disk groups can only be 
mounted for normal read/write access with the authorized password. The encryption function protects the 
confidential data from unauthorized access even if the hard disk or the entire NAS was stolen.

Please be aware of the following before using the data encryption function.

The encryption function works for the whole hard disk group, which can be a single disk, JBOD or other RAID 
disk group.
Select yes or no to encrypt a new hard disk group before it is finally created on TNAS. User will not be able 
to encrypt a hard disk group if he/she chooses not to, unless the group is initialized again. Note that 
initializing will clear all data in hard disk group.
The encryption cannot be removed unless the hard disk group is initialized; to do this, all the data will be 
deleted.
Keep the encryption password safe. If user forgot the password, the data cannot be accessed anymore.
Before user starts, read the instructions carefully.
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Encrypt hard disk on TNAS 

Create a new encrypted hard disk group with new hard disks

If TNAS has been installed, to create a new encrypted hard disk group by installing new hard disks on TNAS, 
follow the steps below.
1. Install the new hard disk(s) on TNAS.
2. Log in to TOS with your admin account. Go to “Disk Manager” > “Hard Disk Group”.
3. Select the disk group the user wants to configure according to the number of new hard disks installed.
4. Select the hard disk(s) for creating the hard disk group. In this example, we choose to create a single disk. 
The procedure also applies to other types of hard disk groups.
5. Select “Yes” for the “Encrypt” option and enter the encryption settings.
6. Then click “Create” to create the new encrypted group. Note that all the data on the selected disks will be 
DELETED! Please back up the data before creating the encrypted group.

Confirm if hard disk group is encrypted

To confirm whether the hard disk group is encrypted, log in to TOS with your admin account. Turn to “Disk 
Manager” > “Encrypted File System”. The hard disk group is encrypted when “Encrypted” is viewed in the 
status column. 

7.1.4   iSCSI Storage

The iSCSI technology is a new storage technology which combines the SCSI interface with Ethernet 
technology to enable the server to exchange documents with the storage device using IP network. TNAS 
supports the iSCSI storage function. 

iSCSI: Internet Small Computer System Interface

A maximum of 10 iSCSI targets can be created. However, the maximum number of concurrent 
connections to the iSCSI targets supported by TNAS varies depending on the network infrastructure and 
the application performance. Too many concurrent connections may slow down the performance of 
TNAS.

1. Please log in to TOS with an admin account, go to “Storage Manager” > “Disk Manager” > “iSCSI storage” 
> “Portal Management”, check “Enable iSCSI target service” and click “Save”.
2. Go to “Storage Manager” > “Disk Manager” > “iSCSI storage” > “Target Management” and click “Create 
iSCSI targets”. 
3. Enter the target name and target alias. User may check the options “Data Summary” and/or “Header 
Summary” (optional). These are the parameters that the iSCSI initiator will be verifying when it attempts to 
connect to the iSCSI target.

4. Enable CHAP Certification: enter the user name and password, which are required when initiator tries to 
access the iSCSI target of TNAS.

When the server is connected to the storage device via the iSCSI bus, the server is called an initiator and 
the storage device is called a target. 

Follow the steps below to configure the iSCSI target service on TNAS.

Note: It is suggested NOT to connect to the same iSCSI target with two or more different iSCSI initiators at 
the same time because this may result in conflicts and data corruption.
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Mutual CHAP: Enable this option for mutual authentication between the iSCSI target and the initiator. The 
target will authenticate the initiator using the first set of user name and password. The initiator will 
authenticate the target using the “Mutual CHAP” settings.

 

 
Field Password limitation

CHAP authentication

Mutual CHAP
Valid characters: 0-9, a-z, A-Z, 
: (colon), (dot), and - (dash)
Maximum length: 12-16 characters

Valid characters: 0-9, a-z, A-Z
Maximum length: 256 characters

User name limitation

Valid characters: 0-9, a-z, A-Z, 
: (colon), (dot), and - (dash)
Maximum length: 12-16 characters

Valid characters: 0-9, a-z, A-Z
Maximum length: 12-16 characters

 

5. Create an iSCSI LUN.

 

6. Verify the configuration. Click “Create” to complete the setup.

 

·Thin Provisioning: Allocate the disk capacity in a flexible manner. User can allocate the disk capacity to 
    the target regardless of the current storage capacity available on TNAS. 
    Over-allocation is allowed, as the storage capacity of TNAS can be expanded in future.
·Instant Allocation: Allocate the iSCSI disk capacity immediately. This option guarantees the disk capacity 
    assigned to the LUN, but this may take more time to create the LUN.

An iSCSI LUN is a logical disk mounted to the iSCSI target. Select one of the following modes to allocate the 
disk capacity to the LUN:

Specify the LUN location. Enter the capacity for the LUN. Click “Next”.



iSCSI LUN Capacity Expansion

To expand iSCSI disk capacity, go to “Storage Manager” > “Disk Manager” > “iSCSI Storage” > “Target 

Management”, select iSCSI disk target and press 

 

Input capacity value and click “OK” to complete setting. The disk capacity can be increased many times up 
to the maximum limit, but it cannot be decreased. 

 
Disk Configuration Mode Disk capacity upper limit

Dynamic Capacity

Configure Now Free size available on the disk group

32TB

 

To learn how to use and set the starter on the server running Windows OS, please visit www.microsoft.com.
To learn how to use and set the starter on the PC running MAC OS, please visit 
http://www.attotech.com/products/product.php?sku=INIT-MAC0-001. 
To learn how to use and set up the starter on PC running Linux OS, please refer to http://www.open-iscsi.org/.

7.2  Virtual Disk

User can use this function to add the iSCSI targets of other network storage or storage servers to TNAS as 
the virtual disks for storage capacity expansion. TNAS supports maximum 8 virtual disks.
Note: The maximum size of a virtual disk TNAS supports is 16TB.

Step 1: 
To add a virtual disk to TNAS, please go to “Control Panel” > “Storage Manager” > “Virtual Disk”, click “Add 
Virtual Disk”. Make sure an iSCSI target has been created.

Add virtual disks via the following steps: 

 

Operation Instruction

23



Operation Instruction

24

 

Step 2: 
Enter the target server IP and port number (default: 3260). Click “Obtain Remote Disk”. Select a target from 
the target list. If authentication is required, enter the user name and the password. Users may select the 
options “Data Summary” and/or “Header Summary” (optional). These are the parameters that the iSCSI 
initiator will be verifying when it attempts to connect to the iSCSI target. Then click “Next”.

Step 3: 
Enter a name for the virtual disk. If the target is mapped with multiple iSCSI disks, select a disk from the list. 
The target disk can only connect to not more than one host or server. TNAS supports mounting EXT3, EXT4, 
FAT32, NTFS, HFS+ hard disk. If the format of the virtual disk is “Unknown”, select “Format virtual disk 
now”. User can format the virtual disk as EXT3, EXT4, FAT 32, NTFS, or HFS+. Click “OK” to finish, and all 
data on the virtual disk will be cleaned.

 

7.3   External Storage Device

TNAS supports external USB and e-SATA storage devices for storage expansion. Go to “Control Panel” > 
“Storage Manager” > “External Device” > “External Storage Device”. Once an external storage device is 
connected to a USB or an e-SATA interface of TNAS, the details will be shown on this page.

 

Please set the use mode for the external storage devices connected to TNAS: 

a). Share documents: the external storage device can be used as expanded storage capacity of TNAS via 
this mode, which is a frequent manner. 

b). RAID 1 disk group: the external storage device and TNAS will compose a RIAD 1 hard disk group, and 
the data in TNAS will be backed up to the external device. When the hard disk group is created, the hard 
disk on the external storage device will be formatted. After the hard disk group is created successfully and 
as soon as the external storage device connects TNAS, the data in TNAS will be automatically backed up to 
the external storage device. 

It may take tens of seconds for TNAS to detect the external USB or e-SATA device successfully. Please wait 
patiently.
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8.  Backup

8.1  Rsync Backup

By the Rsync backup function, the date on TNAS can be backed up to other NAS device or server. If the backup 
destination is other NAS device, you need to set that NAS device to be Rsync backup server.

Step 2: 
Enter the remote host name or IP address, 
port number, user name and password. The 
default port number is 873. Note that the user 
name must have the read/write permissions 
and sufficient capacity quotas. Click “Test” to 
confirm the successful connection, and then 
click “Next”.

Step 3: 
Specify the destination path. Input the 
destination path. Once successfully 
connected, click the pull-down button and 
shared list will be obtained, Backup path: 
where the data will be replicated to.

Step 1: 
Log in to TOS as administrator, go to "Control 
Panel" > "Storage Manager" > "Backup" > "Rsync 
backup"; to create a remote backup job, click 
"create a remote backup job".

Add virtual disks via the following steps: 

 

 

 

Step 4: 
Step 4: Set the backup schedule. 

 



Step 5: 
Specify other options for the backup.

Enable encryption: Select this option to execute encrypted remote backup. Note that user must enable 
“Allow SSH connection” in “Network Services > “Telnet/SSH” and specify the same port number for SSH and 
encrypted remote backup.
Activate file compression: Enable this option to allow file compression during the data transfer process to 
decrease the data size. This option is recommended for a low bandwidth environment or remote backup 
over WAN.
Stop network file services before backup: Stop all connections to the NAS via Samba (SMB), AFP and FTP 
before remote backup is in process. 
Backup changed documents or files: When this option is enabled, after the first-time backup, TNAS will only 
back up the files that have been changed since the last backup. User is recommended to enable this option 
for the backup to shorten the backup time.
Delete extra files on remote destination: Select this option to synchronize the source data with the 
destination data (one-way synchronization). Extra files on the destination will be deleted. Source data will 
remain unchanged.
Sparse files backup: Sparse file is a type of file that takes up less disk space than its actual size and contains 
large blocks of zero-byte data. Enabling this option may reduce the time required for remote backup.

Step 6: 
Click “Finish”

To configure the pause and retry settings 
of the backup, click “Options”.

·Pause (seconds): Specify a timeout 
value for each backup. This is the 
maximum number of seconds to wait 
until backup is cancelled if no data has 
been received.
·Number of retries: Specify the number 
of times device should try to execute 
backup when it fails.
·Retry intervals (second): Specify the 
number of seconds to wait in between 
each retry.
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8.2 Time Machine

User can enable Time Machine to make TNAS as a backup destination for more than one Mac computer.

1. Check “Enable Time Machine”.
2. Enter the Time Machine password. 
3. Select a hard disk group on TNAS as the backup destination. 
4. Enter the storage capacity that Time Machine backup is allowed to use. The maximum value is 4095GB. To 
specify a larger capacity, please enter 0 (unlimited).
5. Click “Save” to save the settings.

Management Backup

 

 

8.3  Backup to External Storage

TNAS supports real-time and scheduled data backup from the internal disks group to USB or e-SATA external 
storage devices. To use this function, please turn to “Control Panel” > “Storage Manager” > “Backup” > “Backup 
to External storage”, follow the steps below.

1. Connect external storage devices to the USB interfaces or e-SATA interface of TNAS. The storage format of the 
external storage device should be in the same format with that of the hard disk in TNAS.
If there is any discrepancy, TNAS will inform to format external storage device, please turn to “Control Panel” > 
“Storage Manager” > “External device” > “external storage device” to format the external storage device.

To use the Time Machine, go to "Control Interface" > "Storage Manager" > "Backup" > "Time Machine" 
page, and follow the steps below.

To knowlearn how to use the time machine on MAC PC, please view the Apple website 
http://www.apple.com and read the operation instruction. 

To manage the Time Machine, go to “Control Panel” > “Storage Manager” > “Backup” > “Time Machine” > 
“Management Backup”. User can then check the Time Machine backup, its data size, backup date and time and 
delete the backup file.

Note: If an external storage device is encrypted by TNAS, make sure it is unlocked in “External device” > 
“External Storage device” before creating any backup.



 

2. Select the folder that needs to be backed up.
3. Select the external destination device for backup.
4. Select real-time or scheduled backup. 
· Real-time backup: Real-time backup copies files that are new, changed and renamed from the source folder 
      to the target folder as soon as the changes are made after the first-time backup.
· Scheduled backup: Copy files that are new, changed and renamed from the source folder to the target folder 
      according to the schedule.
· Auto-backup: Execute data backup automatically every time device is connected to TNAS.
5. Click “Save” and the setting is completed.

9.  Download Center

9.1  BT/PT Download

TNAS supports BT/PT download. User can add the download task to list and TNAS will automatically complete 
the download. 

To enable download function, go to “Download Center” > “BT/PT Download” and check “Enable BT/PT 
Download Center”. After that, close the page, log into “download center” again, and the user can now enter the 
download page. 

Important Note: Do not download any copyrighted material illegally. The Download Center provides the 
authorized files download only. Download of any unauthorized data may result in civil or criminal penalties. 
Users shall comply with Copyright Ordinance and bear all the consequences arising from violation of the 
Copyright Ordinance. 
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10.  System Information

10.1  Hardware Information

Log in to TOS via an admin account and go to “System Information” > “Hardware Information” and the user can 
view the working conditions of hardware, including boot time, usage of network port, usage of processor and 
memory, operating temperature of CPU, frame and hard disk.

10.2  Service Status

Log in to TOS via an admin account and go to “System Information” > “Service Status” and the user can view the 
current status of several services and port usage.

 

10.3  Resource Monitor

Log in to TOS via an admin account and go to “System Information” > “Resource Monitor” and the user can view 
the CPU usage, disk usage, and bandwidth transfer statistics of TNAS on this page.
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Process: This tab shows information about the 

processes running on TNAS.

Bandwidth Usage: This tab provides information 

about bandwidth usage of each available LAN port of 

TNAS.

Disk Usage: This tab shows the disk space usage of 

each disk group and its network folders.

Memory Usage: This tab shows the memory usage of 

TNAS by real-time dynamic graph.

CPU Usage: This tab shows the CPU usage of TNAS.

END 


