TerraMaster TNAS

Operation Instruction

Model:F2-NAS 2/F4-NAS




Operation Instruction

Contents

1. System Settings
1.1 General Settings
1.2 Network Setting
1.3 Hardware Setting
1.4 Startup Tasks
1.5 Security Setting
1.6 Notification Setting
1.7 Power Manager
1.8 System Logs
1.9 Software Update
1.10 Restore to Factory Default
2. Authority Setting
2.1 Users
2.2 User Groups
2.3 Hardware Setting
2.4 Quota
3. Network Service
3.1 Samba
3.2 Apple Networking
3.3 LNFS Service
34
3.5 Telnet/SSH
3.6 SNMP Setup
3.7 Web Server
3.8 Virtual host
3.9 Discovery Service
4. Applications
4.1 ITunes Server
4.2 MySQL Server
4.3 Backup Server
4.4  UPnP Media Server
. File Manager
5.1 File Management via Tcloud

5.2 File Management via web browser

6.2
6.3 Enable Cloud Functions for Existing Users

6.4 TCloud Login




Operation Instruction

7. Storage Manager

7.1  Disk Manager

7.1.1 Hard Disk Information
7.1.2 Hard Disk Group
7.1.3 Encrypt File System
7.1.4 iSCSI Storage

7.2 Virtual Disk

7.3  External Storage Device

8. Backup
8.1 Rsync Backup
8.2 Time Machine

10. System Information
10.1 Hardware Information
10.2 Service Status

10.3 Resource Monitor




TERRA JAVTER

1. System Settings

This paper introduces the operations and settings of TNAS. In many cases, an administrator account is
required to log into TOS. Default factory administrator name: admin; initial password: admin.

You can log into TOS via the following means:

1. Log in via Tcloud desktop application. To run Tcloud on a PC, search TNAS device in the network,
select found TNAS, click “Log in”, and input a user name and password; an operator can log into the
system.

2.To login via TNAS IP address: input IP address of TNAS at the URL field of the webpage browser, e.g.,
http://192.163.1.100, an operator can log into TOS. The IP address of TNAS can be obtained via the

1.1 General Settings

To log into TOS via an administrator account and go to “Control Panel”> “System Setting”>"General
Setting”, a user can set the device name, time and language.

Device name:
Users can name TNAS according to their preferences, with letters (a-z, A-Z), numbers (0-9), and dash (-)
only.

Communication port:
A port number for system connection shall be assigned to TNAS, which is 8181 by default.

Secure Sockets Layer (SSL):

If the Administrator allows other users to login TNAS by means of SSL, please enable the SSL function and
input the communication port number. When the option of "Use SSL Only" is enabled, users can only access
TNAS via HTTPS.

Note: If a user wants to remotely log in to TNAS by SSL on Internet, but TNAS is connected to the back-end
of a NAT router, then the port 443 has to be opened and linked to the IP address of TNAS.

Date and Time

Please select the correct time zone, then set the right date and time for TNAS. If the date and time
setting is incorrect, the following problems may occur:

* The file access time may be inconsistent with the actual time.

* The time of the event may not be accurately displayed when checking the event log of the system.

Position: Home >> System Adminitration >> General Settings Englsh [~] | welcome admin | Logout

System Administration || Date and Time || lnguage |

Current date and time
2012/05/29 , 09:50:58 , CST, Tuesday

Date and Time

Time Zone CN Asi/shanghai UTC+08
Date/Time settings  yyyy/mmy/dd[x] 24HR[=]
O Manual Setting

Date/Time
® Synchronke with an intemet time sef

Time Service

Time Interval
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Synchronize with an internet time server automatically:

TNAS will automatically synchronize the date and time with a specified NTP (Network Time
Protocol) time server if “Synchronize with an internet time server automatically” is enabled. You
need to enter the IP address of NTP server and the time interval here. TNAS shall be connected to
the Internet so as to make this function work.

Note: It may take a few minutes for the time synchronization to finish the first time.

Language:

Please choose the language code for the display of files and folders in TNAS.

Note: The default code of TOS is Unicode. If your system does not support Unicode, select the same
language code as that of your system. Most FTP software does not support Unicode, so please select the
language code supported by FTP software. If the language code is incorrect, the names of some files or
folders may not be displayed correctly.

Postion: Home >> System Administration >> General Settings Englsh [=] | Welcome admin | Logout

System Administration || Dateand Time || fnguage |
language

Filename Encoding UTF-8 =]

Note The defaukt encoding is Unicode. The system supports Unicode, such as: Windows 2000/XP and MAC OS X, this encoding can be normal operation. If
your system does not support Unicode, such as: Windows 95/98/ME, select your system the same language as the encoding. Most FTP software does
not support Unicode, select the languages supported by the FTP ciient as 2 code so only the normal display name. If you do not select the encoding,
may encounter the folowing problem:

1. can not establish some with special text file or folder.
2. not: be displayed correctly contzin some special text fiie or folder name.!

1.2 Network Setting

To log into TOS with an administrator account and go to “Control Panel” > “System Settings” > “Network
Setting”, a user can set TCP/IP address, Wi-Fi network and DDNS parameters.

TCP/IP Setting:
To go to “Control Panel” > “System Settings” > “Network Setting” > “TCP/IP”, a user can select the type
of IP address and set the sub-mask and gateway information here.

Wi-Fi Network:

Users can connect TNAS with the Internet using a USB wireless network card. To do this, please insert
a USB wireless network card into the USB port of TNAS and go to “Control Panel” > “System Settings”
> “Network Setting” > “Wi-Fi Network” for Wi-Fi network setting.

Note: TNAS supports only one USB wireless network card at one time.

TNAS only supports the Wi-Fi dongle officially supplied by TerraMaster. Please visit the TerraMaster
official website for details.

DDNS Settings:

DDNS is a way to allow users remote access to TNAS through the Internet. Before setting DDNS, users
need to register a web address on the DDNS service provider’s platform.

Here are DDNS service providers that TNAS supports:

http://www.dyndns.com

http://www.no-ip.org

To set DDNS, go to “Control Panel” > “System Settings” > “Network Setting” > “DDNS”, fill in the
information you got from the DDNS service registration in the form, then click “Apply” to finish. To
perform remote access to TNAS via DDNS, please input the web address you got from the DDNS
provider in the address bar of the web browser, and go to the TNAS remote login page, where users
can go to the user name and password for remote login.
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1.3 Hardware Setting

To set the fan speed of TNAS, go to “Control Panel” > “System Settings” > “Hardware Setting”. The available
options include Enable Smart Fan, Low Speed, Medium Speed and High Speed. Smart fan is recommended.

Control Panel

Menu «  System Setting

([ System Setting

5 Autharity Setting Smart Fan Configuration
[ NetworkSemvices
[ Applications

(3 Download Center

FansSpeed Settings { Enable Smart Fan {The system automatically adjusts the fan speed according to the device

temperature SO0RPW - 2000RPM)
 Low speed (S00RPM - 900RPM)
€ Medium speed (S00RPM - 1600RPM}

€ High speed (L600RPM - 2000RPM)

1.4 Startup Tasks

Users can choose to boot startup tasks upon TNAS booting. Please go to “Control Panel” > “System Setting

s” > “Startup Tasks” and check the required startup tasks. Note: too many startup tasks may influence the
boot speed of TNAS.
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1.5 Security Setting

The SSL is a secure communication protocol and can encrypt data to transfer. The SSL secure certificate and
key has a use time period. After the certificate expires, you should update the SSL certificate and key. Please

go to “Control Panel” > “System Setting” > ”Security Setting” to view the time period or import a new
security certificate.

| imponing sst ceriicate

Importing SSL certificate

Import certificates issued by a trusted company. After the certificate import was successful, as the system prompts certificate expired, please download the new cetificate can also
choose to continue to use the certificate

Note: If the certificate abnarmal, please re-downl oad the new certificate.

Status: Valid 340 day(s)

Download Certificate | | Bownload private Key | | Generate Certificate & private Key

Note: If user imports an incorrect security certificate, it will result in a failure in login via SSL.
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1.6 Notification Setting

When the administrator enables the “Alert Notification” function and TNAS has a system error, the system
will send the alarm or notification to the user via email. To use this function, please go to “Control Panel” >
“System Settings” > “Notification Setting” > “Alert Notification” and check “Enable” and fill the in email
address of the receiver. Please go to “Control Panel” > “System Settings” > “Notification Setting” > “SMTP
server setup” and set the email-sending server.

Position: Home >> System Administration > Notification Englsh [+] | Welcome admin | Logout

Configure SMTP Server || Alert Notification
Alert Notification

When a system event occurs, an alert email wil be sent automaticall.

Send system error alert by email

E-mail Notification Settings

E-mai address 1:

E-mail address 2:

send 2 test e-mai

1.7 Power Setting

By going to “Control Panel” > “System Settings” > “Power Setting”, users can restart or shut down TNAS, and set
the schedule for system power. Users can also set up the power handling method when the power is restored
from an abnormal power outage, for example, the power cord is removed.

Start/Shutdown:
Restart or shut down TNAS immediately.

Buzzer Control:
While the buzzer alert is switched on, the buzzer will sound in case of startup, shutdown, software update,
error, warning prompt, etc.

Power Resumption Settings:
Configure TNAS to resume to the previous power-on or power-off status, turn on, or remain off when the
AC power resumes after a power outage.

Power On/Power Off/Restart Schedule Setting:
Specify a schedule for automatic system power on, power off or restart at certain time on any day in a week
or every day. Unlimited schedules can be set.

1.8 System Logs

System Event Logs :

NAS can store 10,000 event logs, including warning, error and information messages. If system does not
function correctly, please go to “Control Panel” > “System Settings” > “System Logs” > “System Event Logs”
to check event logs for more details, which can be used as reference for troubleshooting.

Note: Right click a log with mouse to delete or clear the record.
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Postion: Home >> Sytam Setting > > System Logs 1016.13.25 Engish ] | Welcome admin | Logout
System Logs

| system eventogs || system connection logs || on-line users

Al servces 2] [ O clear | (© Apply |

2013-11-28 15:29:25 10.18.13.25 10.18.6.150 Thas941020 | Login System Manage Successfull
2013-11-28 09:03:50 | 10181325 101813121 Tas-Qin Login System Manage Successful
2013-11-26 14:34:50 192.168.1.106 192.168.1.116 Tnas-qin | Login System Manage Successful
2013-11-26 10:43:01 | 10181325 1018.13.112 Tras-Qin Login System Manage Successfull
0131125 17:50:52 10181325 27.44.208.67 Tnas-Qin Login System Manage Successful
| 10181325 101813104 Tas-qin Login System Manage Successful

|
2013-11-21 11:37:27 10.18.3.25 11228788 Tras-Gin | Login System Manage Successfll

2013-11-22 09:48:38

2013-11-19 14:19:29 10.18.13.25 61.142.7.36 Tnas-Qin | Login System Manage Successfult

231110 141924 | 1181325 1018046 e | i syt wiga St

Total: 18 | Display 10 =] per Page e 1

System Connection Logs:
By going to “Control Panel” > “System Setting ” > “System Logs” > “System Event Logs”, it’s available to view
the record of TNAS connection through HTTP, FTP, Telnet, SSH, AFP and Samba.

Position: Home >> System Setting >> System Logs. 10181325 Engish x| Welcome admin | Logout
System Logs

System event logs || System conmection ogs | | On-lne users

At servces 51 (Octenr | (@ owiy ]

D

np 20131128 15:29:25 | admin 10.18.13.25 1018.6.150 Tnas$41028 | Logn System Manage Successiul
htip 20131128 03:03:50 | admin 10.18.13.25 108.13.121 Tnos-Qin Login System Manage Successful
tp 20132126 14:34:50 | admin 192.168.1.106 152.168.1.116 ThosQin Login System Manage Successful
htp 20131126 10:4301 | admin 10.18.43.35 10.18.13.012 Tras-Qin Login System Manage Successful
i 20139125 17:50:52 | admin 10181325 27.44.200.67 Thas-Qin Login System Manage Successful
ttp 2013-11-22 00:48:39 | aamin 10181325 10.18.13.104 Toas-Qin Login System Manage Successfull
tp 20131121 11:37:27 | admin 10181325 112.225.7.88 Tras-Qin Login System Manage Successful
i 2013-11-20 15:02:32 | admin 10181325 1018.13.155 Thes-qin Login System Manoge Successful
Hitp 201311-19 14:19:29 | admin 10.18.43.25 61142736 Tros-Qin Login System Manage Successful

hitp | 2013-11-19 14:19:49 | Tas-Gin 10.18.13.25 10.18.9.46 Tros-Qin Username not exists!

Total: 45 1 Display 10 =] per Page KA

On-line Users :
Go to “Control Panel” > “System Settings” > “System Logs” > “On-line Users”, and the information of the
on-line users connecting to TNAS is shown on this page.

Position: Home >> System Administration >> System Logs Engiish [~] | Welcome admin | Logout
System Logs

[ system event logs || system connection logs || On-ine users |

Total: 0 Records

1.9 Software Update

Go to “Control Panel” > “System Settings”> “Software Update”, and a user can update TOS software of TNAS on this page.

Positon: Home >> System AdmInsEraton >> Hrmware Update Engish [+ | Welcome admn | Logout
Firmware Update

| software update |
Software update
Current verson:  FANAS_S1.0.V1.244
Before updating systern soflwere, plesse sk sure Ure product model and software version sre correct. Folow e steps below Lo update software:
Step 1: Download the release notes of the same version as the software from terramaster websice https//win.terra-master.com/ Read the release notes carefuly to make
sure you need to update the software.
Stop 2: Bafora updating system softwars, back up al dik data on the sarver to avoid any potential data loss during system update.
Step 3: Cick Ure [Browse...] bullon Lo select Ute correct soflyware inage for systernt update. Cick Ure [UPDATE SYSTEM] bulon Lo update Ui software.

[Please select an uparade package!

R

Users can select “update online”, and TNAS will detect the available new version of TOS software and
update automatically. TNAS should keep a connection with the Internet during the update. Users can also
visit the “Download Center” of the TerraMaster website to select a proper TOS version for downloading and
updating manually.
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1.10 Restore to Factory Default

To restore the factory settings of TNAS, go to “Control Panel” > “System Settings” > “Restore to Factory
Default” and click “RESET” to restore the system configurations of TNAS to factory default.

Warning: When “RESET” is pressed on this page, all the user accounts, network disk and system settings will
be cleared and restored to default.

2. Authority Setting

Go to “Control Panel” > “Authority Setting”, and then users can set the user, user group, shared folder and
capacity limit.

2.1 Users

The following user accounts have been created by default in the system:

- Admin
Admin is defaulted administrator, a member of the administrator user group with the highest authority. It
cannot be deleted.

- Guest
Guest is a guest account, a system default user that would not be displayed on the user listing. Guest does
not belong to any user group. User can’t delete it or set a password.

- All users
“All users” is a guest account, a system default user that would not be displayed on the user listing. This
account is used if users visit TNAS through FTP. User can’t delete it or set a password.

A new user account can be created by the administrator; the following information is required to create a
new user:

- User name

The user name can contain a maximum of 32 characters, is not case-sensitive but cannot contain such
charactersas: " /\[]:;]=,+*?<>"".

- Password
The password is case-sensitive and supports a maximum of 16 characters. It is recommended to use a
password of at least 6 characters.

Create a User
To create a user account, please go to “TOS” > “Control Panel” > “Authority Setting” > “Users” and click
“Create a User”.

Posttion: Home >> Access Right Management >> Users Engish [] | Welcome admin | Logout]

Local Users [x] & | © Create 2 user |
L ‘ User name ‘ Quota Settings | Action |
i \ - DE@ |

|@Remove | Total: 1 | Disply 10 [¥] per Page BN 1)1 JRR R

Follow the instructions to complete the user information, and click “OK” to create a user account
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Create a User

Step 1

User Information
Step 2 User Mame: ¥
Quota Only by (A-Za-z),(0-9),and(-_) etc. char
Step 3

Usar Lroups

Password: *

Step 4 Verify Password: *

Note:password is at least 6 char.

(2
i

Note: users can remote login TNAS via Internet from anywhere only when “Enable Remote Access” is

2.2 User Groups

User group is a group of users with the same access rights to files or folders. TOS has created the following
user groups by default:

+ Admin
All the members in this group have the administration rights of TNAS. This group cannot be deleted.

- All users
All the registered users belong to the “All users” group. This group cannot be deleted.

Administrator can add user groups. To add user groups, users should go to “TOS” > “Control Panel” >
“Authority Setting” > “User Group” page, click “Create a group”, fill in information according to the prompt
and click “OK” to add. A group name can contain a maximum of 256 characters, not case-sensitive but
cannot contain such charactersas: " /\[]:; | =,+*?<>""

2.3 Shared Folders

Shared folder is a network disk space where users can create a couple of different shared folders for storing
data of a different nature, or for different users or user groups to access files.

Log in to TOS, and go to “Control Panel” > “Authority Setting” > “Shared Folders”, where users can view
the information and status of a shared folder or edit it.

Administrator or user can add new shared folders. To add new shared folders, go to “Control Panel” >
“Authority Setting” > “Shared Folders” page, click “Add share folder”, fill in information according to the
prompt, and finally click “OK”.

Users can set the read/write access for the shared folder and its sub-folder. To set the read/write access for
the shared folder, please go to “TOS” > “Control Panel” > “Authority Setting” > “Shared Folders” page,
select a network folder, and then click “Edit”.
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I1SO Shared Folders
Users can mount the ISO image files on TNAS as an ISO image shared folder. TNAS supports mounting up to
256 1SO image files.

To mount an I0S image file, please log in to TOS with an administrator account, go to “Control Panel” >
“Authority Setting” > “Shared Folders” > “ISO Shared Folders”, click “Mount an ISO file”, select the ISO
image file and click “Mount”.

2.4 Quota

Administrator can set quota for all users in “Control Panel” > “Authority Setting” > “Quota”. When user has
reached the quota size, the user cannot add any more date. By default, no quota is set for the users.

3. Network Service

3.1 Samba

Log in to TOS with an administrator account, go to “Control Panel” > “Network Service” > “Samba”, and
enable “samba service” so that users can access and store the files on TNAS via a LAN.

Workgroup:
Workgroup of TNAS by default. Administrator can also rename workgroups which belong to TNAS.

SAMBA recycle bin:

When the Samba recycle bin is enabled, the deleted data will be moved to recycle bin for temporary
storage. To enable this function, please click “Apply” after checking this option. “Empty Samba recycle bin”
means to empty the data in the recycle bin.

3.2 Apple Networking

Enable this service if on MAC OS Apple computer. To do this, go to “Control Panel” > “Network Services” >
“Apple Networking” and click “Enable Apple Networking ”.

3.3 NFS Service

If for Linux OS, please enable NFS service. To do this, go to “Control Panel” > “Network Services” > “NFS
Service” and enable “Linux NFS Services”.

Position: Home >> Network Services »> NFS Service Englsh [+] | Welcome | Logout

Linux NFS Services

Linux NFS Servicas

You can set the alowed domain name and the access authority in Share Folder Management
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3.4 FTP

To use the FTP service of TNAS, go to “Control Panel” > “Network Services” > “FTP Service” and check
“Enable FTP Service”.

When FTP service is enabled, users can set the maximum of FTP connections and the maximum upload and
download rate.

Position: Home >> Network Services >> FTP Service Englsh [~] | Welcome admin | Logout

General Settings
Enable FTP Service
Protocol Type: [E] FTP with SSL/TLS (Explctt)
Port Number: 21 The range 1-65535, default port is: 21
Unicode Support: @ Yes © Mo
Alow guest: ©)Yes @ No
Note: If your FTP client does not support Unicode, please select "No' for Unicode Support and select a supported filename encoding from [Filename Encoding] under [General
Settings]->[Language] so that the folders and fies on FTP can be properly shown.

Connecting

Max of FTP Connections: 30

Max of Connections Per Ac 10

[F] Enable FTP mits of transfer
Max upload rate:

Max download rate:

Advanced

Passive FTP Port Range: @ Use the default port range(55536 - 56559)
© Define port range:

[ Respond with external IP address for passive FTP connection request

Extemal IP address:

Unicode Support:
Users can set whether to support Unicode. Generally, “No” is set by default.

Passive FTP Port Range:
Users can use the default port range (55536-56559) or define a port range above 1024. If this option is
checked, make sure the specified communication port is enabled on router or firewall.

3.5 Telnet/SSH

Users can log in to TNAS via Telnet or SSH connection, but only the administrator account can login
remotely. Go to “Control Panel” > “Network Services” > “Telnet/SSH” to enable this option. User are
advised to download a Telnet or SSH connection application; for example, Putty. Make sure the specified
ports have been enabled on the router or firewall.

Position: Home >> Network Services >> Telnet / SSH Engish [*] | welcome admin | Logout

Telnet / SSH
After enabling this option, you can access this server via Telnet or SSH connection. (Only the account admin can login remotely.)
Alow Telnet connection
Port Numper: 23 Between 1-65535, default port is: 23
Allow SSH connection
Port Number: 22 Between 1-65535, default port is: 22
Enable SFTP

3.6 SNMP Setup

With SNMP (Simple Network Management Protocol) service enabled, if there is any event, warning or error
message, it will be sent by TNAS (SNMP agent) to the SNMP manager immediately. To enable SNMP service,
please go to “Control Panel” > “Network Services” > “SNMP Settings”, check “Enable SNMP Service”, input
IP address of SNMP manager, and click “Apply”.
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The fields are described as below:

Field Description

Send Events Select the type of events to be sent.

Trap Address The IP address of SNMP manager (3 at most).

The MIB is a database in ASCII text format used to provide the status of
SNMP MIB (Management TNAS to the SNMP manager in the SNMP network. Users can
Information Base) download the MIB files and view it with any word processor or text
editor.

An SNMP community string is a text string that acts as a password. It is
Community used to authenticate messages that are sent between the SNMP
(SNMP V1/V2) server and TNAS. The community string is included in every packet that
is transmitted between the SNMP manager and TNAS.

TNAS supports SNMP version 3. Specify the authentication and privacy

SNMP V3 settings (if available).

Position: Home > Network Services >3 SNMP Settings Englsh [+] | Welcome admin | Logout.

SNMP Settings
After enablng this service, the NAS wil be able to report information via SNMP to the managing systems.
Enable SNMP Service

Port Number: 161 Between 1-65535, defauk port is: 161

Send events:  [[Message [[\Warning [FEror

Trap Address 1:

Trap Address 2:

Trap Address 3:

SNMP Version:  SNMP V1/v2[=]

Communty:  public

SNMP MIB

To instal the MIB to your managing systems, click [Download]. Download

3.7 Web Server

TNAS Web Server allows users to upload web pages and manage their own website easily. It also supports
Joomla!, PHP and MySQL/SQLite to establish a social networking site or build interaction.

Position: Home => Netwerk Services >> Web Server Englsh [] | Weicome admin | Logout

| Web Server || VirtualHost |
Web Server

After enabling this function, you can upload the webpage files to "Web" network share to publish your website[ The current system only support PHP].
Enable Web Server
Port Number: 80 Between 1-65535, default port is:80
[F] Enable Secure Connection (SSL)
Port Number: Between 1-65535
[[] Enable Webdav
After enabling this service, ciick the folowing link to enter to Web Server.http://192.168.1.199:80

To use Web Server functions, please refer to the following steps:
1. Go to “Control Panel” > “Network Services” > “Web Server”, check “Enable Web Server”, and input port
number (default is 8800). To use secure connection (SSL), please check it and i

nput the port number.
2. Upload the HTML files to the shared folder named “web” on TNAS. The file index.html, index.htm or
index.php will be the home page files.
3. When everything is set, users can then enter http://NAS IP:8080 (for example,
http://192.168.5.100:8080) in the address bar of the web browser to log in to the page.

12
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3.8 Virtual Host

To use this function, please go to “Control panel” > “Authority Setting” > “Shared Folders”, but first users
shall create a shared folder in TNAS to store the web page.

The steps for creating the virtual host are described as follows:
1. Select “Enable Virtual Host” and then click “Save”.
2. Click “Create Virtual Host”.

Pasition: Home >> Netwark Services >> Web Server 10.18.13.109 English x| | Welcome admin | Logout
Web Server

| Web Server | ‘ Virtual Host
Virtual Host
After enabling this service,Upload web files to set the virtual host folder, you can create multiple Web sites.

L\S Create wrtua‘\“h;j

T | web /mnt/web/test

[T | terramaster /mnt/web/cloud

[ @Rremove | Total: 2 | Display 10 | x| Per Page

3. Enter the host name and specify the directory path where the web files will be uploaded.

4. Specify the protocol (HTTP or HTTPS) for connection. If HTTPS is selected, please click “Enable Secure
Connection (SSL)” on “Control Panel” > “Network Services” > “Web Server” page.

5. Specify the port number for connection. Then, click “Create” to create the virtual host.

Create virtual host E3

Create virtual host

Host name: sitel.mysite.com
Share folder name: jweb/ site 1_mysite
Protocol: @® HTTP (" HTTPS

Port Number: 86

| Create ‘

After the virtual host is created, the user can upload the HTML files to the designated shared folder. To

access to virtual host, users just need to input domain name http://NAS IP_or https://NAS IP in web
browser on the computer.

3.9 Discovery Service

UPnP Discovery Service:

As per UPnP protocol, when a UPnP device is added to the network, such device will inform other UPnP
devices within the network. When UPnP Discovery Service is enabled, TNAS can be discovered by any
operating systems that support UPnP within the network.

Go to “Control Panel” > “Network Services” > “Discovery Service” > “UPNP”, check “Enable UPNP Service”,
and click “Apply”.
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Position: Home >> Network Services >> Discovery Service. 10.18.13.25 English =] | Welcome admin | Logout

Bonjour
UPNP service

Enabled the service,Your NAS will be finded by devices which supports UPnP network protocol.

¥ Enble UPNP

Bonjour:

By Bonjour service(s), Mac computer will automatically discover the TNAS network connection in the local
area network, such as FTP, without the need to enter the IP addresses or configure the DNS servers. To
enable Bonjour service, please go to “Control Panel” > “Network Services” > “Discovery Service” >
“Bonjour”, select the network connection services, and click “Apply”.

Note: before using this service, Bonjour shall be enabled.

Position: Home >> Network Services >> Discovery Service 10.18.13.25 English x| | Welcome admin | Logout

Bonjour

Before broadcast the following senvices by Bonjour , please enable the service

_"_Jsemm

| 5aMBA (Server Message Block over TCP/IF)

HTTPS (Secure w
SSH

AFP (Apple File Protocol over TCP/IF)

4. Applications

4.1 ITunes Server

The audio files in shared folder “media” in TNAS can be shared to iTunes by using this application. All the
computers with iTunes installed in the local area network are able to find, scan and play the shared audio files on
TNAS.

To use the iTunes server, go to “Control Panel” > “Applications” > “iTunes Server”, check “Enable iTunes server”
and click “Apply”.

MySQL Server

Users can enable MySQL Server as a website database. Before this function is used, please go to “Control Panel”
> “Applications” > “MySQL Server” and check “Enable MySQL Server”.

Users can enable this option to allow other servers to connect to MySQL server of TNAS as a database
server through their Internet connection. When users disable this option, MySQL server will only be
configured as a local database server for the web server of TNAS. After enabling remote connection,
assign a port for the remote connection service of MySQL server. The default port is 3306.

A directory called phpMyAdmin will be automatically created in “Web” shared folder. Users can input
the link: http://NAS IP/phpMyAdmin/ to enter the phpMyAdmin page and manage the MySQL
database.

Note:Do not delete the phpMyAdmin directory. Users can rename this directory. To connect to the
renamed directory, users can enter the link http://NAS IP/renamed directory in the web browser.
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Database Maintenance
» “Reset the root password”: Execute this function to reset the password of MySQL root as “admin”.
 “Database re-initialize”: Execute this function to delete all the data on MySQL database.

4.3 Backup Server

Enable Rsync server to configure TNAS as a backup server for data backup from a remote Rsync server to TNAS
server. Go to “Control Panel” > “Applications” > “Backup Server” to enable this function. The default port
number for remote backup via Rsync is 873 and the default user name is rsync. Set the password and click
llApplyH‘

4.4 UPnP Media Server

To access and play TNAS multimedia contents via UPnP multimedia server, please check “Enable UPnP Media
Server” and click “Apply”.

5. File Manager

5.1 Manage File Via Tcloud Application

The files in LAN can be managed via the Tcloud application via the following methods: .

1. Open the Tcloud application on your computer. As soon as a TNAS is found, click “File manager”.

b _ﬁ&

Tcloud

Cloud Login

?

Name: [ Tnas-770488 :] Q .

P 10.18.13.199 TOS Login

MAC 00:50:43:77:04:88

2. Enter the login user name and password (as the case may be), and the computer will list shared folders
on TNAS.
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"% ) Network » 101813199 » ~ | #3  search 10.1213.199 2

Organize »  Network and Sharing Center  View remote printers

7 Favorites download

B Desktop - I Share cug’  Share . d Share

" . e b Y

ol - reycle o

£- 0 e

B videos

{8 Computer
&, windows7 (C)
o WinkP (D)
s Local Disk ()
s Local Disk (F)

€ Network

:A; 5 items

5.2 Manage File Via Web Browser

Login to TOS, clink “File Manager” on the home page to manage the file through a web browser on TNAS. If TNAS
is connected to the Internet, users can access TNAS via the web from anywhere.

2014/09/10

00 CST Wednesday

6. Tcloud

Tcloud (TerraMaster Cloud) is TerraMaster’s exclusive private cloud storage service. With this service,
users can find remote access to TNAS via internet and manage the files in TNAS.

6.1 Cloud User List

Log in to TOS with your administration account, and go to “Tcloud” > “cloud user list”, which lists all users who
have enabled the remote access permission.
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Teloud

/o Cloud user list
Cloud Login Cloud user list

Totai:4 | Dispiay 50 x| perpage

:

6.2 Create Cloud Users

TERRA HASTER

6.3

By clicking “Create cloud user”, the administrator can create a user account to remotely log in to TNAS. Please log
in to TOS with the administrator account and go to “Control Panel” > “Authority Setting” > “User”. The cloud

users are created via the following methods:

1. Click "Create NewCloud User” and the following dialog box will appear. Select either “Create New Cloud
User Account” or “Enable cloud account for existing user”

Create New Cloud User

€ Create New Cloud User Account

€ Enable cloud account for existed user

2. If users select “Create New Cloud User Account”, the administrator will be able to create a new user

account . Follow the prompts to operate.

Enable Cloud Account For Existing User

If some users do not enable the remote access privileges in creation, the administrator can enable this privilege
for this user at any time. The method for enabling the remote access privilege for existing users is described as

follows:

1. Log in to TOS with your administration
account, go to “Tcloud” > “Cloud User
List”, click “Enable cloud account for
existed user” and click “Next”.

Create New Cloud User

 Create New Cloud User Account

@ Enable cloud account for existed user

Next

17




Operation Instruction

Create New Cloud User

Existed users without cloud account

(8 kevin

2. All local users that have not enabled .
cloud functions will be listed. s e
=]

test

Total 4 W 4

Create New Cloud User

3. Select the user name and click “Next”. st Confirm setting

User Information

Step2 Please confirm the foll owing information is correct:
Husta User Name: whe

4. Click “Complete” after confirming the seps Qusta:

user’s information. et User Groups:

Read Only:

Read/Write:

Step5s

spermissions | DenyAccess:

Step &
Add Completed

Contro Panel

Menu « | uses

@ (I5ystem Setting

e aA:mwwsemn( e Q © Create a User
e i sermame e e e |
S omctranes || samn - e®s
. D';]‘::':‘;mﬂ = {satin Aaivated - [R[]=)]
® C3Applications I | kevin Inacive - @
() 0ownload center = ane J— 0@ =
O | yane Aaiated -l oee
I | sisnyanzess. Activated - Pe@&@
O [ apole Aaivated [BI3]=]
(=R Inaive - oD@ ||
2 o - ocee
| oo Acivred Bl |
6.4 Cloud Login
This page introduces methods of Tcloud remote login to TNAS.
Users can remotely log in to Tcloud via the following method:
Teloud -0 x

Menu « || Cloud Login

A, Cloud user list

Cloud Login Tdoud
Teloud Login

1. visitwww.tcloudme. com to login Teloud,
2. Install Tdoud 2.0 seftware on your Windows, Mac computer, dick cloud icen te login cdoud.

3. Install Teloud app en your Andreid or i0S mobile devices, touch doud icon te login cloud,

UPNP Port Mapping

UPRP Status: UPRP is Enabled!!

Toloud Status: Registration is completed!

Teloud needs UPnP port mapping! UPnP port mapping will autematically put the device port mapping to the
correspending Intemet port!
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1..Users can enter the remote login interface by inputting http://tcloudme.com on the PC browser address
bar. At this time, input the name and password to remotely log in to TNAS.

2. Users can click “Cloud Login” on the Tcloud desktop application to enter the TNAS remote login
interface. At this time, enter the user name and password to remotely log in to TNAS.

<D @

Tcloud

Cloud Login

Name: [ Tnas-770488 2] Q g] -

P 10.18.13.199 TOS Login Help
MAC ©  00:50:43:77:04:88

7. Storage Manager

7.1 Disk Manager

7.1.1 Hard Disk Information

Go to “Control Panel” > “Storage Manager” > “Disk Manager” > “Disk Information”, information like model, size
and current status of the hard disk is shown here. Users can check the hard disk, and scan the bad track on the
hard disk here.

After TNAS initialization finishes, the following default shared folders will be created in TNAS:

Public: The default shared folder for all users.

Download: The folder for Download Center.

USB: The folder for data copy from USB ports.

Web: The folder for Web Server.

Recycle: the folder of network recycle bin.

Note: The default shared folders of TNAS are created on the first hard disk of the hard disk group and the
directory path cannot be changed.




Operation Instruction

Bad Track Scanr
Click “Scan Now” to check the bad track of

Hard Disk S.M.A.R.T.
You can check the hard disk information by HDD S.M.A.R.T. (Self-Monitoring

7.1.2 Hard Disk Group

Users can create a hard disk group by using a different RAID mode for hard disks:
2-disk TNAS: RAID 0O, RAID 1 and single disk and JBOD.

4-disk TNAS: RAID 0, RAID 1, RAID 5, RAID 6, RAID 10, single disk and JBOD.
5-disk TNAS: RAID O, RAID 1, RAID 5, RAID 6, RAID 10, single disk and JBOD.

You can visit the official TerraMaster website or via the Internet to find out the work principle and features of
different hard disk groups.

Note: A user can use the external hard disk connected with TNAS via e-SATA as the hard disk to create the hard
disk group.

7.1.3 Encrypt File System

TNAS encrypt file system provides users a solution for protection of sensitive data. Before disk group
creation has finished, click “YES” to the option of “Encrypt”, then the disk group is given the file encryption
function.

Single Disk X
Disk Model Capacity Status
Disk 2 HitachiHDS5C1010CLA382 1.00 TB  Normal
Encrypt: Yes[x]

Password: (2]
Verify Password:

The data encryption functions may not be available due to the legislative restrictions of some countries.

How to Use Data Encryption

TNAS protects the disk groups with 256-bit AES encryption standard. The encrypted disk groups can only be
mounted for normal read/write access with the authorized password. The encryption function protects the
confidential data from unauthorized access even if the hard disk or the entire NAS was stolen.

Please be aware of the following before using the data encryption function.

The encryption function works for the whole hard disk group, which can be a single disk, JBOD or other RAID
disk group.

Select yes or no to encrypt a new hard disk group before it is finally created on TNAS. User will not be able
to encrypt a hard disk group if he/she chooses not to, unless the group is initialized again. Note that
initializing will clear all data in hard disk group.

The encryption cannot be removed unless the hard disk group is initialized; to do this, all the data will be
deleted.

Keep the encryption password safe. If user forgot the password, the data cannot be accessed anymore.
Before user starts, read the instructions carefully.
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Encrypt hard disk on TNAS

Create a new encrypted hard disk group with new hard disks

If TNAS has been installed, to create a new encrypted hard disk group by installing new hard disks on TNAS,
follow the steps below.

1. Install the new hard disk(s) on TNAS.

2. Log in to TOS with your admin account. Go to “Disk Manager” > “Hard Disk Group”.

3. Select the disk group the user wants to configure according to the number of new hard disks installed.
4. Select the hard disk(s) for creating the hard disk group. In this example, we choose to create a single disk.
The procedure also applies to other types of hard disk groups.

5. Select “Yes” for the “Encrypt” option and enter the encryption settings.

6. Then click “Create” to create the new encrypted group. Note that all the data on the selected disks will be
DELETED! Please back up the data before creating the encrypted group.

Confirm if hard disk group is encrypted

To confirm whether the hard disk group is encrypted, log in to TOS with your admin account. Turn to “Disk
Manager” > “Encrypted File System”. The hard disk group is encrypted when “Encrypted” is viewed in the
status column.

7.1.4 iSCSI Storage

iSCSI: Internet Small Computer System Interface

The iSCSI technology is a new storage technology which combines the SCSI interface with Ethernet
technology to enable the server to exchange documents with the storage device using IP network. TNAS
supports the iSCSI storage function.

When the server is connected to the storage device via the iSCSI bus, the server is called an initiator and
the storage device is called a target.

Follow the steps below to configure the iSCSI target service on TNAS.

Note: It is suggested NOT to connect to the same iSCSI target with two or more different iSCSI initiators at
the same time because this may result in conflicts and data corruption.

A maximum of 10 iSCSI targets can be created. However, the maximum number of concurrent
connections to the iSCSI targets supported by TNAS varies depending on the network infrastructure and
the application performance. Too many concurrent connections may slow down the performance of
TNAS.

1. Please log in to TOS with an admin account, go to “Storage Manager” > “Disk Manager” > “iSCSI storage”
> “Portal Management”, check “Enable iSCSI target service” and click “Save”.

2. Go to “Storage Manager” > “Disk Manager” > “iSCSI storage” > “Target Management” and click “Create
iSCSI targets”.

3. Enter the target name and target alias. User may check the options “Data Summary” and/or “Header
Summary” (optional). These are the parameters that the iSCSI initiator will be verifying when it attempts to
connect to the iSCSI target.

Create iSCSI device

Step 1
Add iSCSI target

Ste iSCSI Device Data

I5CSI name:

The ISCSI alias (IQM):

Target Alias:

CRC / checksum: [ Data Summary: [7] Header Summary:

Next

4. Enable CHAP Certification: enter the user name and password, which are required when initiator tries to
access the iSCSI target of TNAS.
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Mutual CHAP: Enable this option for mutual authentication between the iSCSI target and the initiator. The
target will authenticate the initiator using the first set of user name and password. The initiator will
authenticate the target using the “Mutual CHAP” settings.

Field User name limitation Password limitation
o Valid characters: 0-9, a-z, A-Z Valid characters: 0-9, a-z, A-Z
CHAP authentication Maximum length: 256 characters Maximum length: 12-16 characters
Valid characters: 0-9, a-z, A-Z, Valid characters: 0-9, a-z, A-Z,
Mutual CHAP : (colon), (dot), and - (dash) : (colon), (dot), and - (dash)
Maximum length: 12-16 characters Maximum length: 12-16 characters
Create iSCSI device
o e E
;;;pj;:r T [E] Enable CHAP Certification
CHAP Certffication User name
settings
Step 3 Password:
Add iSCSI disk Re-password:

e Mutual CHAP
erify your settings

User name
Password:

Re-password:

(e ) ()

5. Create an iSCSI LUN.

An iSCSI LUN is a logical disk mounted to the iSCSI target. Select one of the following modes to allocate the
disk capacity to the LUN:

* Thin Provisioning: Allocate the disk capacity in a flexible manner. User can allocate the disk capacity to
the target regardless of the current storage capacity available on TNAS.
Over-allocation is allowed, as the storage capacity of TNAS can be expanded in future.

* Instant Allocation: Allocate the iSCSI disk capacity immediately. This option guarantees the disk capacity
assigned to the LUN, but this may take more time to create the LUN.

Specify the LUN location. Enter the capacity for the LUN. Click “Next”.

Create iSCSI device [X]

Step1

Disk Capacity: @ Dynamic Capacity () Configure Now
Disk Location: Single Disk (1)[x]

I GB

Step 3 Capacty

Add i5CSI disk

Step 4

erffy your settings

6. Verify the configuration. Click “Create” to complete the setup.

Create iSCSI device X}
Step 1
Step 2 Device name: mytarger
c T The ISCSI alias (IQN): ian.2011-7-23.noontec.nas:storage.mytarger
Step 2 Target Alias: targer
Add i5CSI disk Data Summary: Ho
S Header Summary: No

Verify your settings
CHAP Certification  Yes

CHAP user name: test12345
Mutual CHAP Certificatifes
Mutual CHAP user:  test12345
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iSCSI LUN Capacity Expansion

To expand iSCSI disk capacity, go to “Storage Manager” > “Disk Manager” > “iSCS| Storage” > “Target
Management”, select iSCSI disk target and press @

Position: Home >> Disk Management >> iSCST Engish [~] | Welcome admin | Logout

Portal Management || Target Management
Target Management

1SCSI device list [©create iscsi device |

i) | oy '
A r———— BERED

L path=/dev/toop1, Type=fieio, csid=noatec_ido,ScsSN=noontec_sn0 ()]

Totak: 1 | Disply 10 [*] Per Page M4 171 (b b

Input capacity value and click “OK” to complete setting. The disk capacity can be increased many times up
to the maximum limit, but it cannot be decreased.

Disk Configuration Mode | Disk capacity upper limit

Dynamic Capacity 32TB
Configure Now Free size available on the disk group
Add disk [X]

Add ISCSI disk

iSCSI name: mytarger

Disk Capacity: @ Dynamic Capacity © Configure Now
Disk Location: Single Disk (1}E|

Capacity GB

To learn how to use and set the starter on the server running Windows OS, please visit www.microsoft.com.
To learn how to use and set the starter on the PC running MAC OS, please visit
http://www.attotech.com/products/product.php?sku=INIT-MAC0-001.

To learn how to use and set up the starter on PC running Linux OS, please refer to http://www.open-iscsi.org/.

7.2 Virtual Disk

User can use this function to add the iSCSI targets of other network storage or storage servers to TNAS as
the virtual disks for storage capacity expansion. TNAS supports maximum 8 virtual disks.
Note: The maximum size of a virtual disk TNAS supports is 16TB.

Add virtual disks via the following steps:

Step 1:
To add a virtual disk to TNAS, please go to “Control Panel” > “Storage Manager” > “Virtual Disk”, click “Add
Virtual Disk”. Make sure an iSCSI target has been created.
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Step 2:

Enter the target server IP and port number (default: 3260). Click “Obtain Remote Disk”. Select a target from
the target list. If authentication is required, enter the user name and the password. Users may select the
options “Data Summary” and/or “Header Summary” (optional). These are the parameters that the iSCSI
initiator will be verifying when it attempts to connect to the iSCSI target. Then click “Next”.

Add virtual disk Ed
Step 1: Get the remote host device

Device IP address: 192.168.1.199
Port Number:: 3260
Remote device list ign.2011-7-23.noontac.nas:storage.myi[ = |
CRC { checksum: [[Data Summary: [CJHeader Summary:
[ Enable CHAP Certification

User name

Password:

Step 3:

Enter a name for the virtual disk. If the target is mapped with multiple iSCSI disks, select a disk from the list.
The target disk can only connect to not more than one host or server. TNAS supports mounting EXT3, EXT4,
FAT32, NTFS, HFS+ hard disk. If the format of the virtual disk is “Unknown”, select “Format virtual disk
now”. User can format the virtual disk as EXT3, EXT4, FAT 32, NTFS, or HFS+. Click “OK” to finish, and all
data on the virtual disk will be cleaned.

External Storage Device

TNAS supports external USB and e-SATA storage devices for storage expansion. Go to “Control Panel” >
“Storage Manager” > “External Device” > “External Storage Device”. Once an external storage device is
connected to a USB or an e-SATA interface of TNAS, the details will be shown on this page.

It may take tens of seconds for TNAS to detect the external USB or e-SATA device successfully. Please wait
patiently.

External Storage Device
Manufacturer: =
- Model: Flash Disk.
Devie Type : usb2.00
Total/ Free Stze : 196/313.2M

Fie system :

Please set the use mode for the external storage devices connected to TNAS:

a). Share documents: the external storage device can be used as expanded storage capacity of TNAS via
this mode, which is a frequent manner.

b). RAID 1 disk group: the external storage device and TNAS will compose a RIAD 1 hard disk group, and
the data in TNAS will be backed up to the external device. When the hard disk group is created, the hard
disk on the external storage device will be formatted. After the hard disk group is created successfully and
as soon as the external storage device connects TNAS, the data in TNAS will be automatically backed up to
the external storage device.
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8. Backup

8.1 Rsync Backup

By the Rsync backup function, the date on TNAS can be backed up to other NAS device or server. If the backup
destination is other NAS device, you need to set that NAS device to be Rsync backup server.

Add virtual disks via the following steps:

Step 1: e s T
Log in to TOS as administrator, go to "Control
Panel" > "Storage Manager" > "Backup" > "Rsync
backup"; to create a remote backup job, click
"create a remote backup job".

Create a Replication Job

Step 1

Step 2: getthe remote
Enter the remote host name or IP address, ot Work name:
port number, user name and password. The femote st e o

default port number is 873. Note that the user E:z::::y ”

name must have the read/write permissions R

and sufficient capacity quotas. Click “Test” to Test remote host: | Test

confirm the successful connection, and then

click “Next”. P
Create a Replication Job

Step 3: Purpose path:

Specify the destination path. Input the A Loalpath  jweb  [7]

destination path.  Once  successfully e

connected, click the pull-down button and
shared list will be obtained, Backup path:
where the data will be replicated to.

Create a Replication Job
Step 4:
Step 4: Set the backup schedule. Please select the schedule:
@ Copy now
%) Every day
Step 3 s " W -
Backup schedule D Every week: sunday B
settings @ Every Month: 1 [=]
Time: @ : 0
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Step 5:
Specify other options for the backup.

Enable encryption: Select this option to execute encrypted remote backup. Note that user must enable
“Allow SSH connection” in “Network Services > “Telnet/SSH” and specify the same port number for SSH and
encrypted remote backup.

Activate file compression: Enable this option to allow file compression during the data transfer process to
decrease the data size. This option is recommended for a low bandwidth environment or remote backup
over WAN.

Stop network file services before backup: Stop all connections to the NAS via Samba (SMB), AFP and FTP
before remote backup is in process.

Backup changed documents or files: When this option is enabled, after the first-time backup, TNAS will only
back up the files that have been changed since the last backup. User is recommended to enable this option
for the backup to shorten the backup time.

Delete extra files on remote destination: Select this option to synchronize the source data with the
destination data (one-way synchronization). Extra files on the destination will be deleted. Source data will
remain unchanged.

Sparse files backup: Sparse file is a type of file that takes up less disk space than its actual size and contains
large blocks of zero-byte data. Enabling this option may reduce the time required for remote backup.

Step 6:
Click “Finish”

Create a Replication Job <]

Set remote backup complete, press [Finish] to save the settings.

T e

Postion: Home >> Backup >> Remote Repication Engish_[=] | wekcome admi | Logout

ows you to replcate the fles of a local older to a folder of 2 remote server. You m

Jobrame. | schecule

00:00 - Monthi:1 Ready. [O[B[S[]

poston: Home > Backup >> Remote Repication enoleh_[<] | wekame aémin | Logout

To configure the pause and retry settings
of the backup, click “Options”.

u to replcate the fles of 2 local foder £ foder of  remote server. You must erable Reync server on the remote ser

| checuls | status. [

00 - Monthiy:1 Ready. [CE[&[0)]

* Pause (seconds): Specify a timeout Options =
value for each backup. This is the
maximum number of seconds to wait

until backup is cancelled if no data has In remote backup job, you can customize the following
been received settings. Recommend use default values?

Options

» Number of retries: Specify the number Eatseleak

of times device should try to execute Number of retries: 3

backup when it fails. Retry interval (sec 5

* Retry intervals (second): Specify the

number of seconds to wait in between
each retry.
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8.2 Time Machine

User can enable Time Machine to make TNAS as a backup destination for more than one Mac computer.

Position: Home >> Backup >> Time Machine Englsh | Welcome admin | Logout

Time Machine || Manage Backup |

Time Machine
After enablng the Time Machine function, you can use the NAS as one of the Mac 0 X Time Machine backup destinations.
[E] Enable Time Machine support

Display Name: ~ TMBackup

User Name:  TimeMachine

Password:

Disk/ Voume:  Single Disk (1)[¥]  853.7G

Capacity: 68 (0 means unlimited)

Note: When using the Time Machine function, AFP service wil be enabled automatically. Note that all the Time Machine users share the same network share for this function.

To use the Time Machine, go to "Control Interface" > "Storage Manager" > "Backup" > "Time Machine"
page, and follow the steps below.

1. Check “Enable Time Machine”.

2. Enter the Time Machine password.

3. Select a hard disk group on TNAS as the backup destination.

4. Enter the storage capacity that Time Machine backup is allowed to use. The maximum value is 4095GB. To
specify a larger capacity, please enter 0 (unlimited).

5. Click “Save” to save the settings.

To knowlearn how to use the time machine on MAC PC, please view the Apple website
http://www.apple.com and read the operation instruction.

Management Backup

Position: Home >> Backup >> Time Machine Englsh [~] | Welcome admin | Logout

| Tme Machine H Manage Backup ‘
Manage Backup

Disk/ Volume: Single Disk (1) [~]

LD e

To manage the Time Machine, go to “Control Panel” > “Storage Manager” > “Backup” > “Time Machine” >
“Management Backup”. User can then check the Time Machine backup, its data size, backup date and time and
delete the backup file.

8.3 Backup to External Storage

TNAS supports real-time and scheduled data backup from the internal disks group to USB or e-SATA external
storage devices. To use this function, please turn to “Control Panel” > “Storage Manager” > “Backup” > “Backup
to External storage”, follow the steps below.

Note: If an external storage device is encrypted by TNAS, make sure it is unlocked in “External device” >
“External Storage device” before creating any backup.

1. Connect external storage devices to the USB interfaces or e-SATA interface of TNAS. The storage format of the
external storage device should be in the same format with that of the hard disk in TNAS.

If there is any discrepancy, TNAS will inform to format external storage device, please turn to “Control Panel” >
“Storage Manager” > “External device” > “external storage device” to format the external storage device.
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Posttion: Home >> Backup >> External Drive Engish [¥] | Welcome admin | Logout

External Drive

Local disk backup to an exteral storage device. You can choose mmeditely, automaticaly, or set the time for scheduled backup.

Available folders Backup folder
recycle web
publc

meda )
ownloa
Backup to external  sdcl [=]
device: Total Size / Free Size:1.96 / 313.2M
Backup method: Backup Now [] Backup Immediately
Copy options: Synchronous [¥] Note: Backup data to the destination shared data folder and remove the extra fles
Support sparse fiies to copy
Current backup statusibackup fals
Last backup time: 05-30-2012 07:00:29 ~~ 05-30-2012 07:00:29
Results of the st a successful backup

backup:

2. Select the folder that needs to be backed up.
3. Select the external destination device for backup.
4. Select real-time or scheduled backup.
* Real-time backup: Real-time backup copies files that are new, changed and renamed from the source folder
to the target folder as soon as the changes are made after the first-time backup.
* Scheduled backup: Copy files that are new, changed and renamed from the source folder to the target folder
according to the schedule.
» Auto-backup: Execute data backup automatically every time device is connected to TNAS.
5. Click “Save” and the setting is completed.

9. Download Center

9.1 BT/PT Download

TNAS supports BT/PT download. User can add the download task to list and TNAS will automatically complete
the download.

Important Note: Do not download any copyrighted material illegally. The Download Center provides the
authorized files download only. Download of any unauthorized data may result in civil or criminal penalties.
Users shall comply with Copyright Ordinance and bear all the consequences arising from violation of the
Copyright Ordinance.

To enable download function, go to “Download Center” > “BT/PT Download” and check “Enable BT/PT
Download Center”. After that, close the page, log into “download center” again, and the user can now enter the
download page.
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10. System Information
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10.1 Hardware Information

Log in to TOS via an admin account and go to “System Information” > “Hardware Information” and the user can

view the working conditions of hardware, including boot time,

usage of network port, usage of processor and

memory, operating temperature of CPU, frame and hard disk.

Postion: Home >> System Status >> System Information

System Information

System Information
Server Name FaNAS
Fimware Verson  FANAS_S1.0_V1.244

SystemUp Tme 5 day(s) hour(s) minute(s)

Port Status

Port number

TP Address

etho 192.168.1.199

Engish [¥] | Welcome admin | Logout

MAC Address Packets Receved Packets Sent  Eror Packets

13327689 2739044

Hardware Information

CPU Usage 0%

Total Memory 495.02 MB

Free Memory 353.91 MB

CPU Temperature 45 °C

System Temperature 40 °C

HDD 1 Temperature 43 °C
42°C

HDD 2 Temperature

HDD 3 Temperature

HDD 4 Temperature

System Fan Speed 533 RPM

10.2 Service Status

Log in to TOS via an admin account and go to “System Information” > “Service Status” and the user can view the

current status of several services and port usage.

Postion: Home >> System Status >> System Service

System Service

System Service

Samba service

English  [~] | Welcome admin | Logout

Service status [ ]

Service status L]
Downoad Station
Service status @

System Port Management

Port number 8080

Disk Management

Enable iSCSI Target Service L]

‘ Port number 3260 ‘

Service status L]

Workgroup ot port number 80 ‘
Server Type Standalone Server

Enable Local Master Browser o S
S — M
Service status [

Enzble TCP/IP Networkng () ‘
FTP server settings

Service status (]
2

Port number

Maximum Connections 3

1
0

Muktmeda Station

Enable ITunes Server [

| Enable UPTP Media Server ® |

10.3 Resource Monitor

Log in to TOS via an admin account and go to “System Information” > “Resource Monitor” and the user can view
the CPU usage, disk usage, and bandwidth transfer statistics of TNAS on this page.
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TERRA HASTER

20skion: Home > System Status > > Resource Manitor Zngish [+ | Welccre admi | Logout
Resource Monitor

| couvsoe || MemoyUsge || Dekusmoemu [ Bandwicth Usge || Docess

CPU Usage: This tab shows the CPU usage of TNAS.

cuo
CPL Usage(%)
P
s
B = PR ) ,; % w . B o : ¢
Postion: Home >> System Status >> Resource Monitor Englsh ] | Welcome admin | Logout.
Resource Monitor
CPUUssge || Memory Usage || DiskUsageCPU || Bandwidth Usage || Process
Memory
Memory Usage (%)
»
Memory Usage: This tab shows the memory usage of B
TNAS by real-time dynamic graph. =

Disk Usage: This tab shows the disk space usage of
each disk group and its network folders.

Bandwidth Usage: This tab provides information
about bandwidth usage of each available LAN port of
TNAS.

Resource Monitor
[ U Ussge || Memoryussge |[ DskUsgeCPy [ Bandwih Usage || process
roces e e w s Haron Uoge
resaars oot = oon 2
oo ot 520 oon 153
r— s oon win
s s oon san
s oot wm oon o
o oot el oon won
Process: This tab shows information about the e Bes = oo B
oo w2 oon s
) o oot o oon o
processes running on TNAS. ool oot 107 oo 5%
o ot s oon o
oo ot 2 oo o
a— e oon b 4
s oot s oon won
s oot i oon son
s ot e oon 2o
e oon e
et s oon 2
b aron o oon 21
b enon 25 oon 2
e enon w27 oon 2%
e cenon oon i
b anen 2 oo 2

Physical Memory

Totak: 495.02M8
Used Sze: 1416218
Avlible space: 3534 MB
Swap Memory

Totak: omg
Used sze: ome
Avalsble space: O MB

Postir: Home >> System Status >> Resd.rce Monicor

Resource Monitor

Dik/ Voume:  Sircle Disk (1) ¥]
Total: 016.0¢
Usec Size: 15.8¢
Avaioe space:  £53.7C

Free 523t

[ cuusce || vemoyusge || oskusoecry | manduethusge || roces |

‘dovmioad(8.0K] B medi{643)
M pubic(156) Weode(400)  Mwebis.0k)

Engish [~ | Welcome admin | Logout

Postor: Horre >> System Stats >> Resaurce Honicor

Resource Monitor

| cuusece || Memoyusge || Dskusgecry |

eth

Earcwdh Usge | 2acess

Engish |v] | Wacome admir | Logout.

Data receved(cs)
Data sent{kbjs)

Postion: Home >> System Status >> Resource Montor

Engish_[~] | Welcome admin | Logout

— END —

30



